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Reminder

= PLEASE KEEP YOUR PHONE ON MUTE UNTIL YOU WANT TO
ASK A QUESTION

= QUESTIONS AND COMMENTS ARE WELCOME
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C | O ~ CSONS Overview

L

= The Communication Service Office (CSO) Notification System (CSONS) is
the replacement for our current AOPNS and MONS notification systems
which have reached end-of-life status

= CSONS is a ‘service based’ custom application within the NITSM
Remedy tool

= |tis designed to support the dissemination of technical notifications for:
v" Planned activities related to Infrastructure/services of CSO
Corporate, CSO Mission, CSO Russia and MSFC CIO Agency
Applications Office (AAO) and,

v' Outage notifications associated with CSO Corporate and CSO
Mission only

CSONS is scheduled to go-live September 26, 2016
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NASA (hat impact does the change to CSONS
C | O ‘@ave on current recipients of
JAOPNS and MONS notifications?

All current AOPNS and MONS subscribers must register for CSONS
- Once CSONS goes live AOPNS and MONS will be decommissioned

- The CSONS ‘service-based’ structure does not allow the transfer of current
AOPNS/MONS subscribers into CSONS

« AOPNS/MONS = Received notifications were based on ‘key-words’ defined in
your AOPNS/MONS profile; if no keywords were defined you received all
notifications that were created, regardless of what they were about

e (CSONS = Received notifications will be based on the selection of one or more
Location and Service options selected during your CSONS registration; if no
offerings are selected you will not receive any notifications; if you want to receive
ALL created notifications you need to select all applicable options

- To comply with modern identity management policies, CSONS does not
support the use of Distribution Mailing List (DLs) for dissemination of
notifications; with CSONS, everyone must register individually
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C | O CSONS Subscribers

\

There are two types of CSONS Subscribers:

v’ Internal Users. Individuals with a NASA Identity. Generally someone
who has an NASA identity will have a NASA email address or a NASA
issued PIV badge

* Internal users must register via NAMS
* Internal User Registration Window = August 1 to September 23

v’ External Users: Individuals who are not an Internal User.

* External Users must request CSONS access through a NASA Sponsor (an
Internal User), who will facilitate the External User’s request
* External User Registration Window = September 5 to September 23

TODAYS PRESENTATION IS FOR INTERNAL USERS ONLY

8/11/2016 CSONS

External User (Subscriber) Learning Sessions will be held in September




Internal users must register via the NASA Access Management System (NAMS)

. NAMS

' NASA Access

M AX Management System

Soditch, Barbara Je.

- y § o] &

NAMS - Identities - Credentials ~ Links - B

Need help?

Your NAMS

Requests

Other People's
Requests

NAMS New Request Q

Requests You've
Made for Others

AGCY CSO NICS SharePoint ~

AGCY DMV Collaboration Services -

Type 3 or more characters Type All

Current Access ®

AGCY Collaboration Services_Instant Meeting Audio Conference -

Your NAMS Requests
[v| center Al [|v|

Request Sponsor: Comer, Mark Lee change

Modify Access Close Access Recommend

Frovisioned 07/022014

Modify Access Close Access Recommend

Frovisioned 03272015

Maodify Access Close Access Recommend

Frovisioned 11/06/2014
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https://nams.nasa.gov/nams

Selecting the AGCY CSONS Company

With NAMS open on your screen: Step 1: Enter ‘CSONS' in the New Request field.
The AGCY CSONS options display.

Y M uests
NAMS New Request Q CSONS = Type Al ﬂ Center
Resulis (max 50)  Clear
Title 1D Description
AGCY CSONS-CORPORATE 232788 CSO0 Notification System (CSONS) provides technical IT staff the ability to
y subscribe to Corporate Outage and Activity Notifications by service. For
/ assistance in selecting CSONS services, email Agency-DL-CS0-
/ CSRs@mail nasa gov. For a complete listing and description of services, see
Step 2: Click on the https://cs0.nasa.govinode/1622.
AGCY CSONS option - _ _ B
. . AGCY CSONS-RUSSIA 233129 CS0 Notification System (CSONS) provides technical IT staff the ability to
associated with the ) o o : : . i
L subscribe to Russia Activity Motifications by service. For assistance in selecting
organization whose CSONS services, email Agency-DL-NICS-CSONS-Russia@mail.nasa.gov.
notifications you want
to receive. The AGCY CSONS-MISSION 233171 CSO Notification System (CSONS) provides technical IT staff the ability to
selected options subscribe to Mission Outage and Activity Notifications by service. For
CSONS registration assistance in selecting CSONS services, email Agency-DL-NICS-CSONS-
) Mission@mail nasa.gov.
form displays.
AGCY CSONS-AAD 233174 CSO0O Notification System (CSONS) provides technical IT staff the ability to
subscribe to AAO Activity Notifications by service. For assistance in selecting
CSONS services, email MSFC-DL-AAOC-ATOM-Lead@mail.nasa.gov.
8111/2016 csoNs Bl B




NASA

With the selected AGCY CSONS option open on your screen, complete the required
information as defined. Please note that the Urgency, Business Justification, Daily

Report, Notice and Mobile Carrier information are the same for all AGCY CSONS
options.

AGCY CSONS-CORFPORATE

C S0 Motification System (CSONS) provides technical IT staff the ability to subscribe to Corporate Qutage and Activity Motifications by service.

For assistance in selecting CSONS services, email Agency-DL-CSO-CSRs@mail.nasa.gov. For a complete listing and description of services, see
https:/icso.nasa.govinode/1622.

l_'_'_rgen“ e ( Step 3: Select the Urgency associated with the
e N processing of your CSONS registration.
) Priority
) Emergency
] o Requester Soditch, Barbara Jean Q
Business Justification ﬁ
Sponsor Comer, Mark Lee Q

Step 4: Enter
information to define
why you need access to
CSONS.

FY| — Please be sure to review
and if needed correct the listed
Sponsor. It should be your
manager at your center.
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NASA

Step 5: Select whether or not you want to receive the Daily

Report. The Daily Report is a PowerPoint presentation that is
automatically generated by NITSM that is briefed each week
day at 9am CDT on the NICS Daily Standup Meeting. The
Yes report includes Critical Corporate and Mission outages and
Select ™ Incidents, Mission Events, Simulations, Major NASA Digital

TV Events, Russia Launch information if applicable,

(Daily Report contains Mission, Corporate an

* Daily Report ©

Scheduled Activities and Completed Activities.
When ‘Yes'’ is selected, the Daily report will be emailed
\ directly to your NASA email address. /

Step 6: Select the type of notification(s) you
want to receive.

* Notice © Activity
| Activity and Qutage
™ Outage

Step 7: When ‘Outage’ or ‘Activity and Outage’ are selected, the Mobile Carrier field displays. An entry in
the Mobile Carrier field is optional. If applicable, select your mobile carrier, then in the Mobile Phone Number
field, enter the applicable phone number. Note: Mobile Carrier selections must be picked from the menu.

l

(OPTIONAL: Mobile Carrier and mn\}r are ONLY required if requesting Outage Notifications via SMS)

Mobile Carrier © ]
Mobile Phone Number &

None | ATT
Werizon

< N D
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mpleting Your NAMS Request
Location and Service Options

The Locations and Services selections define what Outage and/or Activity
notifications you will receive. Available Location and Services options are
specific to the Agency CSONS option you select.

8/11/2016



NASA

Mission Services

AGCY CSONS-MISSION

C 80 Motification System (CSONS) provides technical IT staff the ability to subscribe to Mission Outage and Activity Notifications by service. For
assistance in selecting CSONS services, email Agency-DL-NICS-CSONS-Mission@mail.nasa.gov.

Mission External Service ©

2001 Mars Odyssey | FASTSAT | FERMI | Hubble Space Teles...
LUNAR RECON OR... | NASA BALLOON P... J SAC-D/AQUARIUS

7 of 81 selected

AGCY CSONS — Mission contains only one Locatich
(Mission External Service). To view Mission Service
options, click in the ‘Select Options’ field. A list of 81
current Mission in-flight Project/Programs displays.
From the list, click in the checkbox to select one or
more Project/Programs for which you want to receive
notifications.

Click the link below to view the full list of available in-

flight Project/Programs

https://cso.nasa.gov/node/1622
8/11/2016

lEnter kovwoote |
¥12001 Mars Odyssey | (s
[lace CIFERMI [liss CORE
[ Jaim [IGOES N-P [lisS UTIL ARC
[JaRC moC [JGOESR [CinSight
[ Jekbn Clorm CKepler
ZICALIPSO [ JGRACE 1 and 2 | [_JLUMAR RECON ORBITER
- Landsat-7
Wicassii CIGRACE-FO [Landsa
Clcosmic [IGeotail [IMARS SCIENCE LAB (MSL)
DGra*:it}' Probe-B
WiChandra (XRO) [CImaven
[ Hubble Space Teles
CIpAawN [ Ivms
CligeX .
[JELV PAYLOAD [CMpcy-Jsc
ClicESat-2
[Jeos
CSONS BN B



https://cso.nasa.gov/node/1622

NASA

To quickly locate a Mission
Service, enter the full or
partial Program/Project
name in the ‘Filter’ field.

Mission Services

(continued)

Use the ‘Check all’ option to select all Services
(Programs/Projects) associated with your
Mission Location.

Use the ‘Uncheck all’ option if you make a
mistake and need to remove your selected
Services (Programs/Projects) for your Mission
Location.

12



NASA

C | O Russia Services

AGCY CSONS-RUSSIA

C S0 Notification System (CSONS) provides technical IT staff the ability to subscribe to Russia Activity Notifications by service. For assistance in
selecting CSONS services, email Agency-DL-NICS-CSONS-Russia@mail.nasa.gov.

Urgency ©
) Normal
O Priority
) Emergency

Business Justification ©

AGCY CSONS — RUSSIA contains only one
Location (Russia), and one Service selection

(Daily Report contains Mission, Corporate and Russia Activity.) (Russia Services).
* Daily Report

Select v
* Russia & /

Select sl

Russia Sernvices

13



NASA .
CACOTE AAO Services
X
N
AGCY CSONS-AAQ

C S50 Notification System (CSONS) provides technical IT staff the ability to subscribe to AAD Activity Notifications by service. For assistance in
selecting CSONS services, email MSFC-DL-AAQ-ATOM-Lead@mail.nasa.gov.

Urgency ©

® Normal AGCY CSONS — AAO contains only one
) Priority Location (AAO), and one Service selection
O Emergency (AAO Services).

Business Justification ©

*AAOO /

\Jl

Select

14



NASA

AGCY CSONS - Corporate contains 15 Location
selections. These include an option for each Center,
as well as an option for Corporate Enterprise Services.

Corporate Enterprise Services (All Centers) &

MNone Selected

Select Options

AFRC ©
None Selected

Select Options

ARC ©
MNone Selected

Select Options

GRC ©®
MNone Selected

Select Options

GSFC ©
MNone Selected

Select Options

HQ ©

MNone Selected

Select Options

Jsc ©
MNone Selected

Select Options

Ksc ©
MNone Selected

Select Options

LaRC ©
MNone Selected

Select Options

MAF &
MNone Selected

Select Options

MSFC ©
MNone Selected

Select Options

NSsSC ©
MNone Selected

Select Options

ssc ®
Mone Selected

Select Options

WFF ©
MNone Selected

select Options

WSTF ©
MNone Selected

Select Options

8/11/2016
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NASA

0

Once you have selected your location,

click in the ‘Select Options’ field to display

ARC . . . .
None Selected a list of Services associated with your
one selecte Location.

Select Options

Filter:

[IoDI - DHCP ICS0 Enterprise Tools

(S0 related Security Operations Center (S0C)

[ JPerimeter - Firewall
[(IbD1 - Domain Hame Service (DNS)

[Jperimeter - Remote Access Services [TDesktop Mobile VTS [JCSO/NICS WAN/LAN Management - Out of Band Access (OOBA)
[ lPerimeter - Web Content Filter [Digital Television (DTV) [ ICable Plant
[ lPublic Address System [[JEnterprise Physical Access Control Syst [Icable Television
[instant Meeting [center Telephone /PBX
[ Bervice Design and Development L:] 0
: - Caorporate Voice Services
D‘;’ideu Conferencing Support Syste [international / Custom Circuits

[JLAN - Local Area Netwark [IDCMSS - Data Center Netwaork and Security Services

[ Voice Conferencing Support Systems

AN - Synergy Achieving Consolidated ,.DDDI - Application Server‘

[ Voice Over Internet Protocol (VOIP)

|DLAN - Wireless

[ IwAM - CSO Backbone

8/11/2016 CSONS



NASA

C | O Selecting Services

ARC ©&

/ To select a Service, click in \ | LAN -Local Area ...
the checkbox on the left side
of the Service Name. A check
mark will appear in the

1 of 25 selected

checkbox and the selected Filter: |Enter kevwords |
service W'||_d'5p|ay in the L_lenterprise Physical Access Uontrol System [EPALS)
Selection table. A
K / [ linstant Meeting

[Clinternational /Custom Circuits

. . FaLAN - Local Area Network
To quickly locate a Service,

enter the full or partial [ILAN - Wireless
Service name in the ‘Filter’ v
field.

Use the ‘Check all’ option to select all Services }

associated with your Location.
Ftter: | [ |

[]CSO/MICS WAN/LAN Management - Out of Band Access (DOBA)

Use the ‘Uncheck all’ option if you make a
mistake and need to remove your selected
Services for your Location.

[JLAN - Local Area Network

MLAN - Wireless

<l N > B
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NASA

Corporate ONLY
CHOS

\Services vS. Enterprise Services

= A Subscriber that selects a ‘Center specific Service’ will only receive

notifications when an Outage or Activity is directly linked to the selected
Center and Service

ARC ©®

LAN - Local Area N...

= A Subscriber that selects a ‘Corporate Enterprise Service’ will receive
notifications:

= When an Outage or Activity is directly linked to the selected Enterprise
Service, and

Regardless of the Center affiliation, when an Outage or Activity’'s
selected service matches the Enterprise Service

Jsc ©

LAN - Local Area N...

+ ARC ©

LAN - Local Area N...

Corporate Enterprise Services (All Centers) ©

LarRC ©

LAN - Local Area N...

8/11/2016 CSONS




NASA

CJ

Tip #1
Tip #2

Tip #3

Tip #4

Tip #5

Tip #6

8/11/2016

“&. S .
O = Tips for Selecting
&gcations and Services

If no Locations/Services are selected, you will NOT receive any Outage or Activity
notifications — because CSONS will have no idea what you are interested in seeing.

There is no limit to the number of AGCY CSONS options, or Locations or Services that
you can select.

Once your Location is selected, take a few minutes and review all of the Location’s
associated Service options. This will allow you to become familiar with the available
Services, and more confidently select those that meet your needs.

If you are still unsure of what Services to select, go to the CSO Website’s CSONS
webpage at https://cso.nasa.gov/node/1622 and view the following documents:

e For Corporate: CSONS Enterprise Services and Descriptions

e For Mission: CSONS Mission Services and Descriptions

After reviewing the Services description information, if you are still unsure what to
select, please contact the SMi Project Team by emailing us at
MSFC-DL-CSONS-Transition@mail.nasa.gov.

Corporate only: If you need to receive notifications related to ‘ALL Services at ‘ALL
Centers, consider selecting your Services options from the Corporate Enterprise area.

cSONS <l N > e
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C | O ',_%_mitting Your NAMS Request

= To submit your NAMS Request, click the Submit Request button at the
bottom of the form

Submit Request Save for Later Clear Changes

= Your CSONS registration will be processed, and you will receive a
confirmation email

Reminder: To ensure the uninterrupted receipt of Outage and Activity
notifications, please make sure to submit your CSONS Registration
during the Internal User registration window - August 1st through
September 231,

8/11/2016 CSONS
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- In Conclusion...
CHO =8

Thank you for attending
today’s training.
Your support of CSONS
IS appreciated.

3/16/2016 CNOS R4



NASA

CAHO

Office of the
Chief Information Officer



NASA \

@) OF BACKUP MATERIAL
S

« Backend Processing Information
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CAO

B
Incident ID"+ ||Ncnmmn??3292

Corporate Outage and Activity creators will
use the Loc_Services* field to define the

‘work Detaill  Categonzation  Tasks  Relationships | Date/System |':5':|N5

;?;Z _ INEW ] (5] © cusm audience that needs to receive the created
CusseTipe il B F"‘ﬂﬂe'm”ﬂd @ notification. V\/_hen _the creator is _ready and
Lo Servioes* RCLAN- Lo Ars | = | @& 'sends' the notlflcatlpn, NITSM will search
Lk Senices [ =] | R ——— the CSONS Subscriber form and locate
Outegelmpact  [Bldgs 42.43, 44, and 460c | § and send the notification to the subscribers
Outage Summary” [l Fan CSONS 045 | § 3 with CSONS registrations that match the
Outage Message  [Major fiber cut by contractor | 2 | [ ii?ﬁgiﬁ'i'ligﬁmsmm A defined locations and services.
i I e

AFRC-DCNSS - Data Center Network and Secunty Service
AFRC-Desktop Mobile ViTS
AFRC-DDI - DHCP

Outsge Reason |Fib&r cut

128

- AFRC-CS0 Enterprise Tools
Outage Notifical AFRC-Perimeter - Firewall
AFRC-Instant Meeting
[ _AFRCIAN - Local Area Networkk
Table has not been loaded

AFRC-Penmeter - Remote Access Senvices

AFRC-CS0 related Secunty Operations Center (S0C)
AFRCWAN - CS0 Backbone

AFRC-LAN - Wireless

EFRC-CSOVRICS WARLEN Management - Out of Band A
AFRC-Corporate Voice Services

AFRC-DDI - Domain Name Service (ONS)

AFRC-Digital Television (DTV)

AFRC-Enterpnise Physical Access Control System (EPACS
AFRC-International'Custom Circurts

AFRC-\ideo Conferencing Support Systems W
AFRC-\foice Conferencing Support Systems

Y

Save Cancel

25



NASA

Activity Number  (CSADNNN00001573

ISsion Backend NITSM

Qubscrlber Selection

Pending ﬂ Short Descripiion™

Activity Mode
Activity Status Scheduled J Deetail
Activity Type™

Loty Event

Loc_Service™ F\Jissinn Internal-Routed Da1

Link_ServiceList |Link 202 Link 222;

General | Mission Freeze | System |

CARRIER MAINTENANJ Activity Reason

Rejected Reason
ﬂ @ Sel Mission  [Internal j 1
ﬂ Select Location/Services ‘
14 of 14 results

u Loc_Service

Requester

|Missinn CSOMS User b =

Mizsion Internal-Cabling
Migsion Internal-Closed Circuit Telewvision (C4

Requester Phone |#;‘n?

Mizsion Intemal-Dedicated Data
Mission Intemal-Diomain Name Service (DNS

Requester Email |

Mizsion Intermal-Launch Video Suppart

Migsion Internal- I"-"Iedla Recording/Duphcation

Coordinator | = 1 Missi

Coordinator Phone | = | /] Mission |I'ItE|113|-HEIJ|:Ed Data I
[ Mission Intemal-Secunty

Scheduled Start |&-'13."20‘|E 11:00:00 PM E [ | Mission Intemnal-Source Destination Codes
[ | Mission Internal-Timi

Scheduled End”  [8142016120000PM  |B| || 9 pyinsion Intormal-Video

User Impact j z Mission Intemal-Voice
[ ] Mission Internal-Wide Area Network (WAN)

Sel Mission  [External j

Salect | neatinn/Senvirpg

HUBBLE
Link 1000
Link 1001
Link 12345
Link 1600
Link 174
Link 183
Link 188

Link 202 |

Cink 203
Link 221

Link 222 |

¥
v
]

Link 223
Link 224
Link 53
Link 61
LNkl

Mission Outage and Activity creators will use the Link_ServiceList field to define the audience that needs to receive the
created notification. Behind the scenes, the options listed in the Mission Services External menu have been related to the
Mission Projects/Inflight Programs defined in the Mission subscribers registration form. When the creator is ready and
'sends' the notification, NITSM will search the External menu’s relationship form, and locate the applicable Mission
Projects/Inflight Programs. Once the associated Link/Project/Program match has been established, NITSM will go to the
Subscriber form and locate and send the notification to the subscribers with CSONS registrations that match the selected

Program/Project options.

Please note that the entries selected from the Mission Services ‘Internal’ menu define the type of

service impacted by the outage/activity. Information in the ‘Internal’ menu is informational only, and has no bearing on the
selection of the outage/activity’s subscribers.
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