

End-User Corporate Security Assessment Form
Sensitive But Unclassified (SBU) when completed
	Communications Service Office (CSO)
End-User Corporate Security Assessment Form

	1
	[bookmark: Text1][bookmark: _GoBack]Completed By:        
	2
	[bookmark: Text2]Date:        

	Purpose
	The purpose of this document is to provide CSO with information regarding the security state of the end-user IT resource to ensure that it is adequate for the handling of NASA information, as well as verifying that the system does not pose an unacceptable risk to CSO and/or its customers.

	Description of IT Resource

	3
	Name and Function of IT Resource
[bookmark: Text3]     

	4
	List any networks to which the IT Resource is currently connected
[bookmark: Text4]     

	5
	[bookmark: Check25][bookmark: Check26]Is any part of the system located in an international* location?  |_|  Yes          |_|  No
[bookmark: Text36]If Yes, list where:       

*Note: International is defined as any physical location that resides outside of the legal jurisdiction of the Unites States.

	6
	Purpose of connection
[bookmark: Text5]     

[bookmark: Text7]Projected End of Service Date:    N/A if None

	7
	Federal Project Lead and (if applicable) Contractor Project Lead

	
	Name
[bookmark: Text8]     
[bookmark: Text57]     
	Title
[bookmark: Text9]     
[bookmark: Text58]     
	Organization
[bookmark: Text10]     
[bookmark: Text59]     
	Phone
[bookmark: Text11]     
[bookmark: Text60]     
	Email
[bookmark: Text12]     
[bookmark: Text61]     

	8
	NASA Sponsor

	
	Name
[bookmark: Text72]     
	Title
[bookmark: Text73]     
	Phone
[bookmark: Text74]     
	Email
[bookmark: Text75]     

	9
	Individual(s) responsible for the security of the IT Resource

	
	Name
[bookmark: Text13]     
[bookmark: Text14]     
	Title
[bookmark: Text15]     
[bookmark: Text16]     
	Organization
[bookmark: Text17]     
[bookmark: Text18]     
	Phone
[bookmark: Text19]     
[bookmark: Text20]     
	Email
[bookmark: Text21]     
[bookmark: Text22]     

	10
	|_|  Yes
	|_|  No
	Is the IT Resource currently accredited for use on a Federal project or network? 

	
	
	
	
	[bookmark: Text64]If Yes, specify Federal agency:       

	
	[bookmark: Text23]Project:        
	[bookmark: Text24]Sponsoring Center:        

	
	[bookmark: Text25]Security Plan:        
	[bookmark: Check3][bookmark: Check4][bookmark: Check5]Systems Security Category:     |_|  Low     |_|  Medium     |_|  High



	Please include a diagram of the system to be connected to the NISN network.
Absence of this diagram will delay service delivery




	Logical Access

	11
	The organization utilizes the following mechanisms to enforce authorized access to data, and to restrict access to data only to those users or processes expressly authorized to view and/or use it.

Check all that apply

	
	[bookmark: Check16]|_|  Firewalls
[bookmark: Check17]|_|  User permissions
[bookmark: Check18]|_|  Group permissions
	[bookmark: Check19]|_|  Port security
[bookmark: Check20]|_|  Encryption
[bookmark: Check58]|_|  Access Control Lists
	[bookmark: Check21]|_|  Other 
[bookmark: Text35]List:      


	12
	[bookmark: Check14]|_|  Yes
	[bookmark: Check15]|_|  No
	Remote access is allowed into the system

	13
	|_|  Yes
	|_|  No
	Logon banners are used to notify users that the system is for authorized use only, and that system usage is monitored

	14
	|_|  Yes
	|_|  No
	The system allows access to information without identification and/or authentication to systems outside of organizational control.

Note: This applies to implicit trust relationships with systems outside of the organization.
This does not include external systems available to the general public. 

	15
	The system utilizes the following account types (check all that apply)

	
	|_|  Guest
	|_|  Anonymous
	|_|  Temporary
	|_|  Maintenance
	[bookmark: Check33]|_|  None of these

	16
	|_|  Yes
	|_|  No
	The system enforces password requirements for character length, composition, and reuse.

	17
	|_|  Yes
	|_|  No
	The system automatically locks/disables account access after a set number of unsuccessful login attempts
[bookmark: Text62]If Yes, how many attempts?       

How does a user regain access once their account has been locked out or disabled?
[bookmark: Text63]     

	
	
	
	



	
Physical Access

	18
	List all mechanisms that the organization utilizes to restrict physical access to the system
[bookmark: Text37]     

	19
	[bookmark: Check27]|_|  Yes
	[bookmark: Check28]|_|  No
	Foreign nationals are permitted physical access to the system

	20
	|_|  Yes
	|_|  No
	Background checks are conducted prior to authorizing system access to personnel

	21
	|_|  Yes
	|_|  No
	Visitors are required to be escorted while on the premises

	22
	|_|  Yes
	|_|  No
	Physical access to the facility is logged and archived

[bookmark: Text76]How often are physical access logs reviewed?       



	
Systems Administration and Monitoring

	23
	The organizations employs the following measures for monitoring of the system (check all that apply)

	
	[bookmark: Check34]|_|  Antivirus software
[bookmark: Check35]|_|  Network IDS
[bookmark: Check36]|_|  Host-based IDS
	[bookmark: Check37]|_|  Host-based firewall
[bookmark: Check38]|_|  Critical file monitoring
[bookmark: Check39]|_|  Proxy systems
	[bookmark: Check40]|_|  Other
[bookmark: Text38]List:       


	
	Frequency of signature updates (if applicable)

	
	[bookmark: Text51]Antivirus         
	[bookmark: Text52]IDS         
	[bookmark: Text53]Any other methods of system monitoring         

	24
	The organization employs the following servers on the system  (check all that apply)

	
	[bookmark: Check41]|_|  Web
[bookmark: Check42]|_|  Email
[bookmark: Check46]|_|  SSH
	[bookmark: Check43]|_|  DNS
[bookmark: Check44]|_|  FTP
[bookmark: Check47]|_|  Telnet
	[bookmark: Check59]|_|  File Servers
[bookmark: Check45]|_|  Other
[bookmark: Text42]List:       

	
	[bookmark: Text56]List those servers available from outside the organization:       

	25
	|_|  Yes
	|_|  No
	The organization performs periodic vulnerability scanning on the system

If Yes, complete the following

	
	
	
	[bookmark: Text39]How often are scans performed?        
[bookmark: Text40]How much time is allowed for remediation of vulnerabilities?        
[bookmark: Text41]How often are vulnerability signatures updated?        

	26
	|_|  Yes
	|_|  No
	The organization keeps an inventory of all authorized devices in the system, and periodically verifies that the inventory is accurate, and maintains documentation detailing configuration of each device.

[bookmark: Text77]How often is inventory verification performed?       

	27
	Frequency of updates

	
	[bookmark: Text54]Operating Systems        
	[bookmark: Text55]System applications         

	28
	|_|  Yes
	|_|  No
	Updates to the operating systems and/or applications are tested before deployment

	29
	|_|  Yes
	|_|  No
	User activity is logged, archived, and periodically reviewed

[bookmark: Text70]If Yes, how long are system logs retained?       
[bookmark: Text71]What user activity logged?        
[bookmark: Text78]How often are user activity logs reviewed?       

	30
	Password restrictions

	
	[bookmark: Text48]Passwords must be a minimum of    characters
[bookmark: Text46]Password must be changed every       
[bookmark: Text47]The system remembers the last    passwords and disallows their use

	31
	|_|  Yes
	|_|  No
	The system utilizes virtualization technology



	
Policies and Procedures

	32
	|_|  Yes
	|_|  No
	The organization follows procedures for authorizing system account requests, determining roles, and account deactivation and/or removal

	33
	|_|  Yes
	|_|  No
	The organization has documented procedures for establishing connections with external* systems.

Note: “External” is defined as those systems for which the organization has no direct supervision or authority.
This does not include external systems available to the general public

	34
	|_|  Yes
	|_|  No
	Personnel are made aware of systems acceptable use policy, including the use of:

	
	
	
	
	[bookmark: Check51]|_| Unapproved software
[bookmark: Check52]|_| System resources
[bookmark: Check55]|_| Mobile devices
	[bookmark: Check53]|_| Shared accounts
[bookmark: Check54]|_| Personal devices
[bookmark: Check57]|_| Rules of behavior

	35
	|_|  Yes
	|_|  No
	The organization has established procedures for response, handling, reporting, and remediation in the event of a security incident.

	36
	|_|  Yes
	|_|  No
	The organization requires that all new personnel complete training in security awareness, including:

	
	
	
	
	[bookmark: Check48]|_| Proper control of information according to designation
[bookmark: Check49]|_| Data distribution to non-authorized personnel
[bookmark: Check50]|_| Monitoring of activities
[bookmark: Check56]|_| Recognition of potential incidents or threats

	37
	|_|  Yes
	|_|  No
	Personnel are required to attend annual refresher training regarding their security responsibilities on the system

[bookmark: Text43]If No, when does refresher training occur?        

	38
	In the event that a user is terminated, how long does it take for their system access to be disabled?
[bookmark: Text44]     

	39
	|_|  Yes
	|_|  No
	The organization has established procedures for the sanitization and/or destruction of storage media, as well as the decommissioning and removal of system devices

	40
	|_|  Yes
	|_|  No
	Personnel are trained to challenge unknown personnel on the premises










	Additional Comments

	[bookmark: Text79]     



	I certify that the statements above, as well as any information accompanying this document, are true and complete to the best of my knowledge.

I understand that CSO does not provide encryption services, and that any requirements for data sensitivity must be negotiated between the end-point systems.

I understand that any incidents which are deemed to pose a threat to the confidentiality, integrity, and/or availability of NASA information or NASA systems may result in a temporary denial of access to NASA resources.

	[bookmark: Text66]     
Name
	[bookmark: Text67]     
Title
	     
Date







----- STOP -----

The following page is for NICS Security Office use only

	To be completed by NICS Security Office

	[bookmark: Text26]NSR Number:        
	[bookmark: Text27]CSR:        

	Requesting Project
[bookmark: Text28]     

	Description of Service Request
[bookmark: Text29]     

	Service affected
[bookmark: Text30]     
	Location
[bookmark: Text31]     


	TIC Candidate
	|_|  Yes
	|_|  No

	Justification
[bookmark: Text69]     

	Notes
[bookmark: Text32]     

	[bookmark: Text33]Approved by:       

[bookmark: Text34]Date:       
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