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Purpose:

This form shall be used to provide a means by which system owners certify documentation submitted to the Communication Service Office (CSO) mission network Mission Operations Security Team (MOST).   By signing this form, the system owner certifies that the statements, forms, and documentation provided to the MOST  are true, complete, and correct to the best of their knowledge.
Applicability:
This form shall be used when submitting documentation for:

· Information System (IS) Access to the IONet

· Internet Protocol Operational Network (IONet) Audits

· Other requests for information initiated by the MOST
Completing and Submitting this Form:

1.  The system owner for the Information System (IS) must complete and sign this form prior to its submission

2.  The completed form should be faxed to:  301-286-1688.
3.  Attachments must be submitted via encrypted (PKI) email to IONET​_Audit_Team@mail.nascom.nasa.gov
4.  Questions may be addressed to the IONet Audit Team at IONET​_Audit_Team@mail.nascom.nasa.gov

My Organization/Project is submitting documentation in support of or in response to:

	 FORMCHECKBOX 
 CSO Mission Operations Access Control Compliance for Information Systems On the IONet Request/form

	 FORMCHECKBOX 
 IONet Audit

	 FORMCHECKBOX 
 Other requests for information initiated by the MOST (define):  


A copy of the following documentation has been submitted to the MOST via encrypted (PKI) email (check all that apply): 
	Title
	Title

	 FORMCHECKBOX 
 System Security Plan
	 FORMCHECKBOX 
 Dataflow diagram (Include: source & destination of each flow; inputs/outputs; authorized users of the input and outputs.

	 FORMCHECKBOX 
 Security Assessment Report
	 FORMCHECKBOX 
 Firewall Rules - Project and IONet (if the IS is currently connected to the IONet)

	 FORMCHECKBOX 
 Risk Assessment (for the IS) that includes POA&Ms
	 FORMCHECKBOX 
 Router Rules (non-IONet devices)

	 FORMCHECKBOX 
 Authorization To Operate (ATO) letter
	 FORMCHECKBOX 
 CSO Mission Network Security-MOAs (S-MOA) and/or Security Interconnection Security Agreements (ISA)

	 FORMCHECKBOX 
 Rules of Behavior
	 FORMCHECKBOX 
 Privacy Impact Assessment

	 FORMCHECKBOX 
 Network Diagram (include all components and network interfaces)
	 FORMCHECKBOX 
 Certification & Accreditation or Assessment & Accreditation package(s) applicable to IS

	 FORMCHECKBOX 
 IONet Policy Waiver Request
	


	System Owners Full Name (First, Middle I. Last):

     
	Title:

     

	Agency:

     
	Organization:

     
	Project:

     

	Email:

     
	Phone:
     


Statement of Certification

I certify that the statements, forms, and documentation provided to the MOST  are true, complete, and correct to the best of my knowledge.
	Signature:


	Date:


      (System Owner)
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