[image: image2.png]



[image: image2.png]
                                                       NASCOM-FOR-020-20100913

[image: image1.png]National Aeronautics and Space Administration

SENSITIVE
BUT UNCLASSIFIED (SBU)

‘THIS INFORMATION MAY BE EXEMPTED FROM DISCLOSURE BY
STATUTE, INCLUDING INFORMATION EXEMPT FROM DISCLOSURE BY
“THE FREEDOM OF INFORMATION ACT EXEMPTION CRITERIA

'DEGREE OF PROTECTION: When not under the continuing control and
Supervision of a person authorized access to such material, it must be, at a
‘minimum, maintained under locked conditions. Handling, storage, and
reproduction must be in accordance with applicable Executive Orders,
statutes, and agency implementing regulations. Keep access and
reproduction to the absolute minimum required for mission
accomplishment.

VIOLATIONS AND SANCTIONS: Individuals may be subject to
‘administrative sanctions if they disclose information designated SBU.
‘Sanctions include, but are not limited 10, a warning notice, admonition,
reprimand, suspension without pay, forfeiture of pay, removal or
discharge.

'DECONTROL IN ACCORDANCE WITH NPR 1600.1
Check appropriate boxes (efe to Secton 5.24 of NPR 1600.1)

[ Arms Export Control At ] tnvestigative Records

[T BusinessiCompany Confidential || [] NASA Information Technology!
Intemal Systems Data

K] Developing or Current Technalogy || [] NASA Sensitive.
Information

] Emergency ContingencyContinuity || [ ] Patent Informasion
of Operatons Information.

[T Export Administation Act 1] Bgrsonnel, Medist s Siiar

'SBU Designation Applied By: 3750y st Sy Sesy O 0550
Organizationaassauascons Date: __1oasami0

external to NASA shall handle this document as
- FOR OFFICIAL USE ONLY ——





THIS

PAGE INTENTIONALLY LEFT

BLANK

Authority:
The Federal Information Security Management Act (FISMA) was passed by Congress and signed into law by the President as part of the E-Government Act of 2002 (Pub. L. No. 107-347). FISMA goals include development of a comprehensive framework to protect the government’s information, operations, and assets. FISMA assigns specific responsibilities to Federal agencies, the National Institute of Standards and Technology (NIST), and the Office of Management and Budget (OMB) to strengthen information system security. In particular, FISMA requires the head of each agency to implement cost-effective policies and procedures to reduce information technology security risks to an acceptable level. All systems interconnecting with the IONet must satisfy FISMA and NASA NPR 2810.1.A requirements.
Purpose:

In order to satisfy FISMA and NASA requirements, Communication Service Office (CSO) mission operations  requires an assessment of the security posture of Information Systems (IS) that access the IONet. This form serves as the primary means by which IS data is collected and reviewed, and access to the IONet granted or denied. 
Applicability:
· Per NIST, the term information system refers to "a discrete set of information resources organized for the collection, processing,    maintenance, use, sharing, dissemination, or disposition of information." 
· New connections, baseline configuration changes to an existing IS (accessing the IONet), and responses to a Mission Operations Security Team (MOST)  network security audit necessitate the use of this form.

· The policies and procedures defined in the IONet Security Policy shall apply to all Information Systems attached to the IONet.
Completing and Submitting this Form:

1.  Projects/Organizations requiring access to the IONet for their IS must complete Sections I-IV of this form.

2. Contact the MOST at IONET​_Audit_Team@mail.nascom.nasa.gov for instructions on submitting completed forms and documentation, or with any questions concerning this form or its processing. 
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Section I:  Contact Information 
1.  Information on the person completing/submitting this form

	Full Name (First, Middle I. Last):       

	Title:       


	Agency:       

	Organization:       

	Project:       


	Email:         
	Phone:       
	Date:       


2.  Information on the System Owner for the IS that requires access to the IONet 

	Full Name (First, Middle I. Last):       

	Title:       


	Agency:       

	Organization:       

	Project:       


	Email:       
	Phone:       


3.  Information on the primary individual responsible for security of the IS (i.e., system or network administrator, Computer 
 Security Officer (CSO)
	Full Name (First, Middle I. Last):       

	Title:       


	Agency:       

	Organization:       

	Project:       


	Email:       
	Phone:       


Section II:  Information System (IS) Configuration – Complete the following for the IS that requires access to the IONet 

1. Information System (IS) Description
	Project Name:       

	Device Type:       

	Hostname:       


	Description:       

	Operating System:       

	Domain the IS resides on:       

	Site/location:       
 
	Building:       
	Room:       

	System Security Plan ID number:       
	IP Address:       

	DNS:       
	Mac Address:       

	 FORMCHECKBOX 
 NSR associated with this request:  #                     FORMCHECKBOX 
CSR associated with this request:  #                     FORMCHECKBOX 
N/A


2. Connection Type:  
Identify where this is a new or existing connection to the IONet:  (NIST SP800-53, SC-7)
 FORMCHECKBOX 
 New    FORMCHECKBOX 
 Existing    FORMCHECKBOX 
Modification to Existing IS
3. Connection to the IONet:
Identify where the IS is/will be connected to the IONet:  (NIST SP800-53, SC-7) 
 FORMCHECKBOX 
Open IONet    FORMCHECKBOX 
Closed IONet   FORMCHECKBOX 
 Restricted IONet    FORMCHECKBOX 
 Don’t Know
4. Duration of Connection

How long does the IS require this connection? (NIST SP800-53, SC-7)

	Launch support only
	Mission ID:       
	Start (Date/time):       

	Stop (Date/time):       


	Early Orbit support only
	Mission ID:       
	Start (Date/time):       

	Stop (Date/time):       


	Long Term
	Mission ID:       

	Start (Date):       

	Stop (Date):       



5. System/Security Categorization (per FIPS 199) (NIST SP800-53, RA-2)   FORMCHECKBOX 
 HIGH    FORMCHECKBOX 
 MODERATE     FORMCHECKBOX 
 LOW
6. Other IS External Connections

If the IS interconnects to other, non-IONet systems, please provide the following:  (NIST SP800-53, CA-3)
a. A detailed diagram that identifies all components of the external network interfaces, to include data flows showing the source and destination of each flow, and authorized users of the external interfaces. 
b. A written description of each interconnection/connections to other networks, subnets, routers, bridges, media extenders, with an explanation as to how the interface(s) is monitored. 
7. In-place IT Security Controls:  Describe the project’s security controls that are in place to protect this IS from external connections other than the IONet.   

	     



8. Use of Firewalls:  If firewalls are used, identify all components of the firewall design (Stateful Inspection, Authentication Server, Screening Router, Bastion Host, Application Proxy Servers, and/or others) ( NIST SP800-53, SC-7): 

	     



9. IONet Security Policy Variances

List the IONet Security Policy Variances that are in place for this IS

	     



10. IS Documentation
A copy of all available security related documentation noted below must accompany the submission of this form in order for your request to be processed
	Title
	Available (Yes/No)
	Date of Most Recent Version
	Comments
	Reference

	System Security Plan
	 FORMDROPDOWN 

	     
	     
	NIST800-53 Rev3, CA-6

	Security Assessment Report
	 FORMDROPDOWN 

	
	     
	NIST800-53 Rev3, CA-2.2

	Risk Assessment (for the IS) that includes POA&Ms
	 FORMDROPDOWN 

	
	     
	NIST800-53 Rev 3, CA-6

	Authorization To Operate (ATO) letter
	 FORMDROPDOWN 

	
	     
	NIST800-53 Rev 3, CA-6

	Rules of Behavior
	 FORMDROPDOWN 

	
	     
	NIST800-53 Rev 3, PL-4

	Network Diagram (include all components and network interfaces)
	 FORMDROPDOWN 

	
	     
	NIST800-53 Rev 3, CM-2 CM-6

	Dataflow diagram (Include: source & destination of each flow; inputs/outputs; authorized users of the input and outputs.
	 FORMDROPDOWN 

	
	     
	NIST800-53 Rev 3, SC-7

	Firewall Rules - Project and IONet (if the IS is currently connected to the IONet)
	 FORMDROPDOWN 

	
	     
	NIST800-53 Rev 3, SC-7

	Router Configurations

(non-IONet managed devices)
	 FORMDROPDOWN 

	
	     
	NIST800-53 Rev 3, SC-7

	CSO Mission Network Security-MOAs (S-MOA) and/or Security Interconnection Security Agreements (ISA)
	 FORMDROPDOWN 

	
	     
	NIST800-53 Rev 3, CA-3

	Privacy Impact Assessment
	 FORMDROPDOWN 

	
	     
	NIST800-53 Rev 3, PL-5

	Certification & Accreditation or Assessment & Accreditation package(s) applicable to IS
	 FORMDROPDOWN 

	
	     
	NIST800-53 Rev 3, PL-3


11. Testing
Describe the test environment that your project has in place for software development (where applicable)

	     


Describe how system testing is performed on or with this IS (where applicable)

	     


Are there plans to use the IS for testing?   FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
12.  Networking Information
	
	Yes/No
	Purpose or how used or implemented

	IS uses Network Address Translation (NAT)
	 FORMDROPDOWN 

	     

	IS implements Domain Name Service (DNS)
	 FORMDROPDOWN 

	     

	IS uses Network Information Service (NIS)
	 FORMDROPDOWN 

	     

	IS uses Dynamic Host Configuration Protocol (DHCP)
	 FORMDROPDOWN 

	     


13.  Active Directory

	
	Yes/No
	Whose AD is/will be used
	How is/will AD be used

	The Project where the IS resides, utilizes (or plans to use) Active Directory
	 FORMDROPDOWN 

	     
	     


14.  Virtual Machine Utilization

If the IS uses Virtual Machines, define what virtual system product is used and how.  Include a brief description of the virtual machine configuration.
	     


Section III:  Physical Security
1. Physical Access to the IS

List the physical security barriers are in place to safeguard access to the system: (e.g., Keycard, PIN access, IS location is locked when not occupied or after normal work hours) (NIST SP800-53, PE-1)
	     


2. In-place Physical Security Controls
	Control
	Yes/No
	Reference

	Employees are trained to challenge unauthorized personnel encountered in the work area
	 FORMDROPDOWN 

	NIST 800-53 Rev 3, PE-2

	Proper authorization, granted by the system owner, is required prior to personnel access to the IS
	 FORMDROPDOWN 

	NIST 800-53 Rev 3, PE-2

	Physical access to network components is limited to authorized personnel only
	 FORMDROPDOWN 

	NIST 800-53 Rev 3, PE-2

	Visitors are escorted while in the facilities where the IS resides
	 FORMDROPDOWN 

	NIST 800-53 Rev 3, PE-7

	Visitors are required to sign an access log before entering the facility where the IS resides
	 FORMDROPDOWN 

	NIST 800-53 Rev 3, PE-8

	Identify the section or group who maintains the visitor access log
	     


Section IV:  IS Compliance with NIST 800-53 REV 3
	
	Control:
	Yes/No
	Reference
	Comments

	1
	The IS has policies for granting privileged user accounts 
	 FORMDROPDOWN 

	NIST 800-53 REV 3, AC-2
	     

	2
	A policy and request form for obtaining a user account on the IS resource exists
	 FORMDROPDOWN 

	NIST 800-53 REV 3, AC-2
	     

	3
	IS Users have only the access rights required to perform their activities (i.e., only those accounts that need to be privileged are privileged)
	 FORMDROPDOWN 

	NIST 800-53 REV 3, AC-6
	     

	4
	The IS limits the ports and protocols it is using to the least possible number.  List the ports and protocols are permitted.
	 FORMDROPDOWN 

	NIST 800-53 REV 3, AC-6
	     

	5
	The IS uses telnet.  If yes, explain why.
	 FORMDROPDOWN 

	NIST 800-53 REV 3, AC-6
	     

	6
	IS user accounts are disabled after five (5) successive failed logins
	 FORMDROPDOWN 

	NIST 800-53 REV 3, AC-7
	     

	7
	IS user accounts that are disabled due to successive failed log-in attempts are not enabled until a system administrator resets the computer or 30 minutes have elapsed 
	 FORMDROPDOWN 

	NIST 800-53 REV 3, AC-7
	     

	8
	The IS user’s screen locks with password protection after 15 minutes of inactivity.  If no, then why not?
	 FORMDROPDOWN 

	NIST 800-53 REV 3, AC-11
	     

	9
	The IS can be remotely controlled from another location.  

If yes, define how remote control is implemented
	 FORMDROPDOWN 

	NIST 800-53 REV 3, AC-17
	     

	10
	 The IS allows the use of laptops, USB devices, mobile devices, etc.  - If yes, explain how and why.
	 FORMDROPDOWN 

	NIST 800-53 REV 3, AC-19
	     

	11
	All IS system administrators have a current IT Security for System Administrators certification from SATERN, for the type systems they are administering (Windows, OSX, UNIX, etc)?
	 FORMDROPDOWN 

	NIST 800-53 REV 3, AT-2
	     

	12
	IS system administrators review their logs daily or at least weekly
	 FORMDROPDOWN 

	NIST 800-53 REV 3, AC-13; AU-2; AU-6
	     

	13
	The IS logs the use of privileged user accounts
	 FORMDROPDOWN 

	NIST 800-53 REV 3, AU-2
	     

	14
	Access failures to system, files, objects, and resources are logged
	 FORMDROPDOWN 

	NIST 800-53 REV 3, AU-2
	     

	15
	Access logs are automated to alert members immediately of suspicious activity
	 FORMDROPDOWN 

	NIST 800-53 REV 3, AU-6
	     

	16
	Access to audit logs is limited to people with “a need to know”
	 FORMDROPDOWN 

	NIST 800-53 REV 3, AU-9
	     

	17
	IS audit logs are retained for at least one (1) year
	 FORMDROPDOWN 

	NIST 800-53 REV 3, AU-11
	     

	18
	The IS produces a self-assessment describing any discovered deficiencies
	 FORMDROPDOWN 

	NIST 800-53 REV 3, CA-2
	     

	19
	The IS has workstations with more than one NIC card.  

If yes, explain.
	 FORMDROPDOWN 

	NIST 800-53 REV 3, CA-3
	     

	20
	The IS has a current/active ISA/MOU/MOA with NISN/NASCOM
	 FORMDROPDOWN 

	NIST 800-53 REV 3, CA-3
	     

	21
	The IS has a plan of action and milestones for correcting deficiencies discovered in the self-assessment
	 FORMDROPDOWN 

	NIST 800-53 REV 3, CA-5
	     

	22
	The IS uniquely identifies and authenticates users
	 FORMDROPDOWN 

	NIST 800-53 REV 3, IA-2
	     

	23
	The IS uses multi-factor authentication
	 FORMDROPDOWN 

	NIST 800-53 REV 3, IA-2
	     

	24
	IS passwords for privileged accounts are changed every 30 days
	 FORMDROPDOWN 

	NIST 800-53 REV 3, IA-5
	     

	25
	IS user account passwords are changed every 60 days
	 FORMDROPDOWN 

	NIST 800-53 REV 3, IA-5
	     

	26
	IS support personnel contact the NISN/NASCOM Goddard Communications Control COMMGR at 301-286-6141 to report suspicious incidents
	 FORMDROPDOWN 

	NIST 800-53 REV 3, IR-1
	     

	27
	The IS has rules of behavior and all users are required to sign a copy signifying that they will conform to them.
	 FORMDROPDOWN 

	NIST 800-53 REV 3, PL-4
	     

	28
	Personnel requiring access to the IS have, at a minimum, a National Agency Check with Investigation (NACI)
	 FORMDROPDOWN 

	NPR 1600.1; NIST 800-53 REV 3, PS-3
	     

	29
	The IS System Owner sanctions employees who do not obey physical security rules.  If yes, explain how.
	 FORMDROPDOWN 

	NIST 800-53 REV 3, PS-8
	     

	30
	IS system administrators fix vulnerabilities that are uncovered during vulnerability scanning within 30 days.  If no, explain why not. 
	 FORMDROPDOWN 

	NIST 800-53 REV 3, RA-5
	     

	31
	The use of software on IS devices is controlled.
	 FORMDROPDOWN 

	NIST 800-53 REV 3, SA-6
	     

	32
	The IS allows user-installed software on the IS facility devices
	 FORMDROPDOWN 

	NIST 800-53 REV 3, SA-7
	     

	33
	The IS protects itself from denial of service (DoS) attacks. If yes, explain how.
	 FORMDROPDOWN 

	NIST 800-53 REV 3, SC-5
	     

	34
	The IS prevents users from launching DoS attacks.  

If yes, explain how.
	 FORMDROPDOWN 

	NIST 800-53 REV 3, SC-5
	     

	35
	The IS has some form of boundary protection enabled.  

If yes, explain.
	 FORMDROPDOWN 

	NIST 800-53 REV 3, SC-7
	     

	36
	The IS has servers that the public logs into
	 FORMDROPDOWN 

	NIST 800-53 REV 3, SC-7
	     

	37
	The IS uses http.  If yes, explain why.
	 FORMDROPDOWN 

	NIST 800-53 REV 3
	     

	38
	The IS uses anti-virus software. 

If yes, how often does the IS run it.
	 FORMDROPDOWN 

	NTR 2810-24
	     

	39
	The IS obtains anti-virus updates from the IONet Anti-virus (AV) server
	 FORMDROPDOWN 

	NTR 2810-24
	     

	40
	The IS uses encryption for data transmissions across the IONet.  If yes, what kind of encryption is used
(ex. ssh)
	 FORMDROPDOWN 

	NIST 800-53 REV 3, SC-13
	     

	41
	The IS uses Voice over IP (VoIP)
	 FORMDROPDOWN 

	NIST 800-53 REV 3, SC-19
	     

	42
	The IS uses VIRTUAL Private Networks (VPNs)
	 FORMDROPDOWN 

	NIST 800-53 REV 3, SC-23
	     

	43
	The IS system administrators keep system patches up to date
	 FORMDROPDOWN 

	NIST 800-53 REV 3, SI-2
	     

	44
	Critical patches are installed within 30 days of the release
	 FORMDROPDOWN 

	NTR 2810-24
	     

	45
	The IS has a Patch Management Agent installed
	 FORMDROPDOWN 

	NIST 800-53 REV 3, SI-2
	     


Section V:  IONet Security Policy Compliance

The submission of the CSO  Mission Operations Access Control Compliance for Information Systems On the IP Operational Network (IONet) form constitutes an agreement with NISN for the purpose of ensuring that Agencies, their Organizations and all associated Projects utilizing an interconnection to the IONet and its associated services understand and will comply with the IONet Security Policy.  (Ref.  http://www.nisn.nasa.gov/DocumentPages/Policies.html)

It is understood that the MOST will request and must have on file an approved Interconnection Security Agreement (ISA) with non-NASA entities before new services can be activated.

Section VI:  Auditor Review

	Review Date:       

	Reviewer:       

	Recommend Access for the IS:   FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	Comments:       



Section VII:  CSO Mission Network – Information System Security Officer (ISSO) or designee Approval

	Name/Title:       
	 FORMCHECKBOX 
 Approved      FORMCHECKBOX 
 Disapproved      

	Signature:
	Date:  

	Comment(s):       


Recordation Information (to be completed by the Code 760 Network Configuration Management Team (NCMT) 

	Request Number:


	Date Processed:
     
	Processed by:       




