[image: image2.png]



[image: image2.png]
                                                       NASCOM-FOR-021-20100208

[image: image1.png]National Aeronautics and Space Administration

SENSITIVE
BUT UNCLASSIFIED (SBU)

‘THIS INFORMATION MAY BE EXEMPTED FROM DISCLOSURE BY
STATUTE, INCLUDING INFORMATION EXEMPT FROM DISCLOSURE BY
“THE FREEDOM OF INFORMATION ACT EXEMPTION CRITERIA
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Authority:
The Federal Information Security Management Act (FISMA) was passed by Congress and signed into law by the President as part of the E-Government Act of 2002 (Pub. L. No. 107-347). FISMA goals include development of a comprehensive framework to protect the government’s information, operations, and assets. FISMA assigns specific responsibilities to Federal agencies, the National Institute of Standards and Technology (NIST), and the Office of Management and Budget (OMB) to strengthen information system security. In particular, FISMA requires the head of each agency to implement cost-effective policies and procedures to reduce information technology security risks to an acceptable level. All systems interconnecting with the IONet must satisfy FISMA and NASA NPR 2810.1.A requirements.

Purpose:


IONet Security Policy waivers are used by the IONet ISSO to grant non-compliant systems a temporary interconnection to IONET for 
a period not to exceed twelve (12) months.  In addition to the IONet Policy Waiver Form, projects are required to provide a mitigation 
plan in order for the waiver to be considered.  The IONet ISSO is the final authority for approving and granting waivers to IONet 
security policy.

Applicability:
In order to satisfy FISMA and NASA requirements, and in accordance with the NISN/NASCOM Internet Protocol Operational Network (IONet) Policy, deviations or variances from the IONet Security Policy, for IT resources connected to the IONet, are not allowed per the direction of the IONet ISSO.  

Waivers to the IONet Security Policy may only be requested using:  NASCOM-FOR-021-20100208 – IONet Policy Waiver Request (IPWR).  

Completing and Submitting this Form:

1.  Projects/Organizations requesting a waiver to the IONet Security Policy must complete Sections I and II of this form.

2. Contact the MOST at IONET​_Audit_Team@mail.nascom.nasa.gov for instructions on submitting completed forms and documentation, or with any questions concerning this form or its processing. 
3.  A copy of the NISN/NASCOM Information Certification form signed by the System Owner must be submitted in conjunction with this form.
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Section I:  Contact Information 
1.  Information on the person completing/submitting this form

	Full Name (First, Middle I. Last):       

	Title:       


	Agency:       

	Organization:       

	Program/Project:       


	Email:         
	Phone:       
	Date of Request:       


2.  Information on the primary individual responsible for security of the Information System (IS) for Which a Waiver is Being Requested (i.e., system or network administrator, Computer Security Officer (CSO)
	Full Name (First, Middle I. Last):       

	Title:       


	Agency:       

	Organization:       

	Project:       


	Email:       
	Phone:       


Section II:  Information System (IS) Configuration – Complete the following for the IS that requires access to the IONet 

1. Information system (IS) Description
	Project Name:       

	Device Type:       

	Hostname:       


	Description:       

	Operating System:       

	Domain the IS resides on:       

	Site/location:       
 
	Building:       
	Room:       


2. Connection to the IONet:
Identify where IS is connected to the IONet:  (NIST SP800-53, SC-7) 
 FORMCHECKBOX 
Open IONet    FORMCHECKBOX 
Closed IONet   FORMCHECKBOX 
 Restricted IONet    FORMCHECKBOX 
 Don’t Know
3. Type and Duration of Waiver Request
How long does the IS require this waiver? 

	 FORMCHECKBOX 
New
	 FORMCHECKBOX 
Temporary (3-6 months)
	Start Date:       
	Expiration Date:       

	
	 FORMCHECKBOX 
Long-term (7-12 months)
	Start Date:       
	Expiration Date:       

	 FORMCHECKBOX 
Extension to existing, approved IONet Policy waiver #            FORMCHECKBOX 
3 months      FORMCHECKBOX 
6 months
     Extensions are granted for a period of 3 - 6  months only at which time a IONet Policy Waiver Request Renewal is 
     required if the issue with the IS has not been resolved and the IS is not compliant with the IONet Security Policy

	 FORMCHECKBOX 
Renewal: Check this box if this request is for the renewal of a previously approved IONet Policy Waiver Request (IPWR)


4. Waiver Request Details

	This request is for a waiver to IONet Security Policy Section/Sub-section/Line (more than one item may be listed): 

     

	Issue statement - Provide a specific description of why the waiver is being requested:  
     

	Justification – Provide a justification that supports this request:  
      

	Impacts:  Provide a description of the impact to the IS (or associated systems) if this waiver request is not approved:

     

	Mitigation - Provide a description of the mitigation that is/will be set in place to address this issue:  
      

	Resolution - Provide the estimated resolution date for this issue:  
     

	Description of Associated Firewall Rule (enter N/A if Not/Applicable):  
      


5. System/Security Categorization (per FIPS 199) (NIST SP800-53, RA-2)   FORMCHECKBOX 
 HIGH    FORMCHECKBOX 
 MODERATE     FORMCHECKBOX 
 LOW
Section III:  Auditor Review

	Review Date:       

	Reviewer:       

	Recommend Waiver for this IS:   FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	Comments:       



Section IV:  NISN Mission Network Approval

Information System Security Officer (ISSO) or designee Approval

	Name/Title:       
	 FORMCHECKBOX 
 Approved      FORMCHECKBOX 
 Disapproved      

	Signature:
	Date:  

	Comment(s):       


 NISN Mission System/Service Owner or designee Approval

	Name/Title:       
	 FORMCHECKBOX 
 Approved      FORMCHECKBOX 
 Disapproved      

	Signature:
	Date:  

	Comment(s):       


Section V:  Recordation Information  

	Request Number:

NMO-IPWR-     -     
	Date Processed:
     
	Processed by:       




